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18 Presenting and Using 
Assessment Results

18.1 INTRODUCTION

What do risk managers want from a risk assessment? In best practice, they want 
answers to their questions in a form they can understand and use for decision making. 
They want to understand the instrumental uncertainty and how it could affect the 
decisions they must make. In general, risk managers want the “answer.” What they 
may not always understand is that we may not know the answer or that the answer 
can be one of any number of possibilities.

What we all want are good decisions that yield desirable outcomes. Patrick Leach 
(2006) masterfully describes the irresistible tendency to focus on a single number for 
decision making in his book Why Can’t You Just Give Me the Number? Numbers, 
once generated and used, have a way of becoming part of an organization’s gospel. 
An overreliance on single numbers in decision making means that managers are 
ignoring uncertainty, errors, variability, and ranges of possibilities and that can lead 
to damaging misjudgments.

Howard Wainer (2009), in his book Picturing the Uncertain World said, “The road 
to advancing knowledge runs through the recognition and measurement of uncertainty 
rather than through simply ignoring it.” If risk analysis is ever to realize its promise, 
assessors must begin to help managers probe and understand the uncertainty that 
attends the answers to their questions. Risk managers should learn to explore the 
possibilities, rather than to rely on “the” number.

Information reduces uncertainty. If it does not improve a decision, it is worthless 
(Savage 2009). Risk assessment is an evidence-gathering activity. For risk managers, 
reading the results of a risk assessment is a very different kind of information-
gathering activity. Your risk assessment results need to present information that is 
observable, treats the relevant uncertainty, can impact a decision, and does not cost 
the manager more time to find and understand than it is ultimately worth for decision 
making.

The goal in this chapter is to present methods that can be used to move risk 
managers, who must make decisions in an uncertain world, away from reliance on 
a single value. This chapter proceeds by discussing ways to understand and present 
the results of risk assessments. It considers how to examine quantities, probabilities, 
and relationships in the data and how to use them to answer risk manager’s questions. 
Chapter 19, Decision Making Under Uncertainty, a companion to this chapter offers 
a practical approach for addressing uncertainty in the decision-making process.
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18.2  UNDERSTAND YOUR ASSESSMENT OUTPUT 
DATA BEFORE YOU EXPLAIN IT

A risk assessor needs to understand the data before explaining it. Lest this sound 
simplistic or condescending, it is absolutely essential that the assessment team explore 
their data thoroughly and understand its full information content before they begin to 
present and explain it. The concern is not that assessors do not understand their data 
so much as they might not appreciate all it has to reveal.

Data can be described narratively or visually. It must be organized in ways that 
make sense to its audiences. That is likely to mean descriptions at various levels of 
detail. Different reports are going to be needed for different audiences. Media, the 
public, peers, decision makers, politicians, stockholders, bosses, and stakeholders all 
are going to desire different levels of detail. To focus this discussion, we will consider 
the risk manager as the intended audience for our assessment results.

Summarizing data for others is essential. But there is no substitute for setting out 
the full details as clearly as can be easily managed by an audience that is charged 
with decision-making responsibilities. In that delicate balance, rests the secret to 
successfully presenting and using risk assessment results. Too much data can become 
as much of a hurdle to good decision making as too little.

Learning how to analyze a distribution and extract managerial insights is an art 
well worth practicing. There are two dimensions to risk data of particular interest: the 
quantities we are interested in and their probabilities of occurring. It is often easier to 
get a good sense of the data if you focus first on one, then on the other. It can make 
understanding the information easier for both assessors and managers.

Those experienced in data analysis will likely have developed their own 
methodologies for unlocking the secrets to the data. This discussion of how to 
understand and explain risk assessment data comprises four simple, almost obvious, 
considerations. All assessors who work with risk data and need to convey their 
relevant information content to managers should learn to:

 1. Examine the quantities
 2. Examine the probabilities
 3. Examine the relationships
 4. Answer the manager’s questions

18.3 EXAMINE THE QUANTITIES

We will discuss output quantities in three stages. First, we will consider categorical 
quantities. Second, will consider nonprobabilistic quantities. Third, and finally, we 
will look at probabilistic quantities. Our discussion begins with the consideration of 
categorical data.

18.3.1 CaTegoriCal quanTiTies

We begin by considering the case of categorical data. The first example considers 
the categorical data produced when considering the vulnerability of dairy 
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production plants to intentional attack on their products. The CARVER + Shock 
vulnerability assessment tool* (Catin and Kautter 2007; USFDA 2009a,b) can be 
used to determine how well various food processing plants are prepared to resist 
an intentional contamination threat by an internal (employee) or external (terrorist) 
attacker. Each processing point (node) in the production facility is categorized from 
1 (low susceptibility) to 10 (high) for each of seven CARVER + Shock elements 
(see sidebar) through a series of incisive questions.

Imagine that vulnerability assessments have been conducted for a number of dairy 
plants and their specific processing steps in the production process, such as receiving 
materials, storage, mixing, pasteurizing, bottling, distribution, and so on, have been 
assessed.† Now imagine, for the sake of simplicity, that we are initially interested in the 
ratings (categories) for the accessibility and vulnerability of the 144 production nodes 
assessed across half a dozen or so dairy processors, i.e., we now have 144 categorical 
estimates of accessibility and 144 estimates of vulnerability for a variety of production 
nodes in a number of facilities. Accessibility describes the ease with which an attacker 
can gain access to a node or target. Vulnerability describes the ease with which an attack 
can be successfully executed once an attacker gains access to the target. A node with 
high accessibility and high vulnerability is a soft target. Nodes with low accessibility 
and vulnerability are hard targets. Most nodes are spread between these two extremes.

With this example in mind, let us consider how to examine and present the 
categorical data produced by a CARVER + Shock vulnerability assessment. When 
working with categorical or nominal data, a first question to consider is, “Does the 
order of the data matter?” Explaining why it does or does not is the second logical 

* CARVER was a tool developed by the Department of Defense to identify the most vulnerable enemy 
targets during the cold war period. Post-9/11, the tool was adapted to help antiterrorist strategists to 
“think like the bad guys” and identify the most vulnerable food sectors in the United States. The tool 
was subsequently modified to enable food processors to evaluate the steps in their own production 
process that are most susceptible to attack.

† This example is based on an actual assessment. The data have been modified to protect the confidentiality 
of the dairy plants.

CARVER + SHOCK

Criticality – assessing the public health and economic aspects of an attack.
Accessibility – evaluates the attackers’ ability to reach the target and get away 

unseen.
Recognizability – is the ease of identifying a target.
Vulnerability – analyses whether an attack will be successful.
Effect – estimates the direct loss from an attack, as measured by loss of 

production.
Recuperability – is the ability of a system to recover from an attack.
Shock – is a measure of the combined health, economic and psychological 

effects of an attack within the food industry.
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step. When the order of the risk assessment output data matter, such as when there is 
a sequential logic compelling the results, the simple techniques described here may 
be of limited value. In the current instance, the order of the data does not matter.

When the order does not matter, one can begin to understand the data better by 
counting categorical values and calculating percentages. Are there interesting patterns 
in the data? How many elements fall into each category? What percentage of the total 
falls in each category? Are the elements evenly distributed across the categories? Do 
any patterns appear in the distribution of elements across the categories? Are there 
groupings of elements that are interesting?

Numerical displays and tables can be effectively used to summarize qualitative 
data. Table 18.1 presents frequency tables for the two variables of interest. These 
typically provide counts, percentages, and cumulative percentages for all relevant 
categories for a variable. A quick glance at these tables informs risk managers that 
most (61%) of the production nodes are highly accessible with a maximum score of 
10. On the other hand, about 2% of all the potential targets have vulnerability scores 
above 6. The percentages of nodes in each rated category together with the cumulative 
distribution of categorical ratings provide a quick overview for the individually rated 
elements of accessibility and vulnerability. These tables can be supplemented with 
graphical displays like the dot plot of accessibility scores seen in Figure 18.1. Tree 
maps are convenient for providing a “big picture” view of how the whole of a thing 
is divided into categories.

The dot plot is one of the simpler graphs you will find. It shows all the data in a 
readily understood fashion. It is ideally suited to categorical data where the categories 
are relatively limited and the data set is not too large. Here the number of nodes with 
a maximum accessibility score of 10 threatens to dwarf the other data points.

TABLE 18.1
Frequency Tables for the Accessibility and Vulnerability Elements of 144 
Potential Food Processing Targets in Dairy Processing Facilities

Valid

Accessibility

Valid

Vulnerability

Frequency Percent
Cumulative 

Percent Frequency Percent
Cumulative 

Percent

1 5 3.5 3.5 1 53 36.8 36.8

2 1 0.7 4.2 2 3 2.1 38.9

3 6 4.2 8.3 3 5 3.5 42.4

4 6 4.2 12.5 4 35 24.3 66.7

5 9 6.3 18.8 5 43 29.9 96.5

6 6 4.2 22.9 6 2 1.4 97.9

7 3 2.1 25.0 7 0 0 97.9

8 13 9.0 34.0 8 0 0 97.9

9 7 4.9 38.9 9 1 0.7 98.6

10 88 61.1 100.0 10 2 1.4 100.0

Total 144 100.0 Total 144 100.0 100.0
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When elements fall into more than a single category, as is the case with the 
accessibility and vulnerability of production nodes, more questions arise. What 
are the numbers and percentages of elements in each pair of categories? Are there 
interesting pairs of categories to consider? Are there relationships between any pairs 
of categories? Do the numbers of elements in any combinations of categories stand 
out for any reason?

Cross tabulations or contingency tables are useful displays that enable us to 
explore relationships among categories for more than one variable. Table 18.2 shows 
a contingency table for accessibility and vulnerability of production nodes. The lower 
right-hand corner of the table will show those nodes that are at greatest risk of attack. 
Likewise, the upper left-hand corner would identify targets that are at very low risk 
of attack. We see a large number of production nodes that are highly accessible, i.e., 
many data points fall in the bottom row of the table. Yet 37 of these accessible nodes 
are virtually invulnerable (the (10,1) cell in the table). About half (78) of the nodes fall 
in vulnerability categories 4 and 5. Risk managers can use this kind of information to 
aid in their resource allocation decisions by protecting those nodes that are at greatest 
risk. We see few node targets in obvious need of hardening.

The same questions posed here can be adapted for quantitative data, and more 
questions can always be added, such as: Are their groupings of data? Are the data 
symmetrical or do they tail off, in which direction and why? Are there unexpectedly 
popular (common) or unpopular (uncommon) values? Where do the data center? How 
widely do they spread? Which values are most likely? How are the data shaped? Are 

Dot Plot of Production Node Accessibility

Accessibility
1 3 5 7 9

FIGURE 18.1 Dot plot of accessibility categories for dairy production nodes.
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there any significant thresholds? Can you identify pairs of explanatory (independent) 
and response (dependent) variables? And what does all of this mean for understanding 
the risks and managing them? Separating the discussion of quantities based on the 
qualitative/quantitative distinction is largely artificial. Answers to some of these 
questions will be found in the discussions that follow.

Figure 18.2 offers a simple three-dimensional graphic that is useful for showing how 
categorical data tend to be grouped across variables. A third variable, recognizability 

TABLE 18.2
Cross Tabulation of Production Node Accessibility and Vulnerability

Accessibility

Vulnerability

Total1 2 3 4 5 6 9 10

1 0 2 0 0 3 0 0 0 5

2 0 0 0 0 1 0 0 0 1

3 2 0 0 0 4 0 0 0 6

4 1 0 1 1 3 0 0 0 6

5 2 0 0 4 3 0 0 0 9

6 3 1 0 0 1 0 1 0 6

7 0 0 0 2 1 0 0 0 3

8 6 0 2 0 4 0 0 1 13

9 2 0 0 3 1 0 0 1 7

10 37 0 2 25 22 2 0 0 88

Total 53 3 5 35 43 2 1 2 144

FIGURE 18.2 Three-dimensional plot of recognizability, accessibility, and vulnerability of 
dairy production nodes.
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(see previous sidebar), has been added. A target that is easily recognized, accessible, 
and vulnerable provides the most attractive target for an attack. The origin point of 
the figure is recessed into the page, and the data reach out toward the reader. There are 
three rather clear clusters of vulnerability (the vertical dimension of the figure): one 
low, one in the middle range, and one small cluster that lies above the others. Within 
these clusters we find a spread of the other two variables without the same obvious 
clustering. The points farthest from the origin are those that represent the greatest 
risk of attack. Only a few nodes stand out as easy targets.

Although these examples do not exhaust the tools available, frequency tables, 
contingency tables, dot plots, and three-dimensional plots are useful tools for 
exploring and displaying categorical information. Histograms, scatter plots, and other 
tools can be equally useful. Examples of these using quantitative data follow later in 
the chapter. Tree maps allocate a 100% space proportionately to the subcategories 
that comprise the space. Figure 18.3 presents an example of a tree map for the varying 
accessibility levels for all nodes with a vulnerability rating of 1. A separate map could 
be prepared for each vulnerability level or a more complex tree map could display all 
the nonzero entries in Table 18.2.

18.3.2 nonproBaBilisTiC and proBaBilisTiC quanTiTies

Let us quickly address nonprobabilistic quantities (point estimates) before turning 
primarily to probabilistic risk assessment data. If statements about means, medians, 
and other selected statistical measures or point estimates are presented without a 
description of the relevant uncertainties attending them, they should be accompanied 
by narrative descriptions of the risk assessment results so as to expand their utility for 
decision making. In general, it is wise to avoid presenting quantitative results with 
no discussion of the uncertainty that attends their estimation. Even in the absence 
of probabilistic data, a sincere effort should be made to convey the limitations of 
numerical estimates, which may appear to have more credibility than they in fact 
have. Do what you can to properly convey the degree of confidence you have in all 
nonprobabilistic data.

FIGURE 18.3 Sample tree map showing distribution of accessibility ratings for nodes with 
vulnerability equal to one
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Different point estimates may have different levels of uncertainty and, therefore, 
confidence associated with them based on model assumptions, available data, 
calculation methods, and other factors. These differences should be conveyed 
to the risk manager. The WHO (2006) addresses the importance of wording in 
communicating assessment results and has suggested sample phrases to communicate 
the uncertainty attending point estimates. Following the WHO guidance would 
generate statements like this: “Taking into account the uncertainty that has resulted 
from the lack of sufficient data, we assume that the exposure of the highest exposed 
individuals in the population is lower than X with about 66% confidence.” When 
discussing uncertainty of nonprobabilistic numbers, it is virtually impossible to avoid 
words that express probability in some way. Although there is a great deal more that 
can be said about nonprobabilistic quantities, it will be more convenient to include 
that in the discussion of probabilistic graphics and numbers.

A new example is introduced to facilitate the probabilistic discussion for the 
remainder of this chapter. This example is based on a probabilistic risk assessment 
of a proposed rehabilitation of a water control structure in need of repair. The design 
discharge for this structure jumps beyond the end of the stilling basin and has caused 
severe erosion, as shown in the actual jump location in Figure 18.4. The erosion has 
undermined the structure and threatens to cause it to collapse. If the structure fails, 
unregulated flows will cause extensive erosion and loss of valuable agricultural lands 
in the project area.

The costs of this project are the costs of correcting this design flaw. This would 
be done by adding a new weir downstream of the structure, as shown in the proposed 
modification seen in Figure 18.5. The benefits are equal to the value of the adjacent 
land erosion that would be prevented.*

* For simplicity this calculation is omitted from the example.

Headwater Design Tailwater

Actual Tailwater

Actual Jump
Location

Ideal Jump
Location

Existing Spillway

FIGURE 18.4 Existing design flaw in a water control structure.
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While the details need not concern us, there is substantial uncertainty about 
every element of this project at the preliminary level of investigation. All costs and 
quantities are subject to some uncertainty, as are the benefits.

Imagine that risk managers are interested in the answers to the following questions:

 1. What is the probability that project costs will exceed $1 million?
 2. Identify the cost estimate that has no more than a 20% chance of being 

exceeded.
 3. Identify the cost estimate that has no more than a 10% chance of being 

exceeded.
 4. What is the maximum exposure to cost overruns associated with these costs?
 5. What are the most significant contributors to the variations in cost?
 6. What is the probability that this project will be economically feasible, i.e., 

net benefits equal or exceed zero.
 7. What is the most likely level of net benefits?

Although each question is answered in Section 18.6, we will focus on the answer 
to question 7 in the example to avoid the tedium of repeating the attending discussion 
for each answer. All dollar values for this example are present values at a constant 
price level. Keep in mind that risk assessments can yield a wide range of outputs, 
and that the simulation results used here focus narrowly on costs and net benefits. 
This example, chosen for the common familiarity with the costs and benefits of 
decisions, does not produce all the types of data assessors may encounter in their 
work. Nonetheless, the approach and methods described are valid for most kinds of 
risk data.

18.3.2.1 Graphics
Many of us like to begin with numerical measures of our data: means, medians, 
minimums, maximums, and the like. An alternative approach is to begin by trying to 

Headwater
Design Tailwater

Existing
Tailwater

Jump Location
Existing Spillwater

New Weir

FIGURE 18.5 Proposed modification to water control structure.
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get a feel for what the data are like. Because this latter approach may be less familiar, 
let us begin there. To get a feel for the data, you must first see the data, all the data. 
Look at it from several perspectives to get a sense of it. Then convey that to decision 
makers.

How are the data alike? Where do they tend to cluster? How are the data different? 
How spread out are they? Look at points when you can. Use a scatter plot or a time 
trend when appropriate but do not automatically connect the points, if you connect 
them at all. Suppress grids and use only a few numbered ticks while you get a feel 
for your data. Let the evidence speak.

Graphs can be both useful and friendly. When well chosen, they can help us to 
note the unexpected, and little is more important to understanding one’s data. There 
is no more reason for us to expect one graph to tell all about our data than there is 
reason to expect one number to reveal all. Be prepared to use multiple graphs. Robert 
L. Harris (1999) provides an excellent reference for choosing innovative graphics in 
his book Information Graphics: A Comprehensive Illustrated Reference.

A histogram is an obvious place to begin. How do the data appear? Is there one 
large single peaked group, or do your data separate into groups or clusters? The net 
benefits in Figure 18.6 show two different distributions of net benefits. The first is 
single peaked and roughly symmetrical; it tends to center around $40,000 – $50,000 
with a range of about $400,000. The second distribution has a much wider spread 
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FIGURE 18.6 Histogram of project net benefits showing two distinct clusters of data.
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with a range of about $800,000 or so. It tends to center at about $1.2 million in net 
benefits.

This distribution strongly suggests two distinctly different kinds of outcomes. We 
need to learn why that is so. In the present case, the reason for this dual distribution 
outcome stems from uncertainty about the value of the adjacent land that is being 
eroded. Values from the left distribution are based on the land staying in agricultural 
use. Values from the right are associated with a relatively small (10%) chance that the 
land will receive a zoning change and come into more valuable commercial usage in 
the near future. Preventing the loss of commercial land produces larger benefits than 
does preventing the use of agricultural land.

Keep in mind that a histogram can be deceptive, depending on the number of bins 
or bars used to display the data. Alternative views of the 5,000 simulated values are 
provided in Figures 18.7 and 18.8.

The box plot clearly shows two distinct clusters of data. The median value (vertical 
line in box at left) is quite small compared to the potential range of benefits. The dots 
in the box plot show outliers. These values, which comprise what is effectively the 
second cluster of data, lie well outside the range of most of their “colleague” points, 
which represent 90% of the likely outcomes.

The dot plot adds no real insight beyond the two distinct clusters of points, each 
with their own centers and their own spread of values. The dots here have no vertical 
dimension with one exception. Dot plots are often more effective with categorical 
data, as noted previously. Nonetheless, they do effectively show there are some 
“unpopular” values between the two clusters. They also reveal the lack of any specific 
“popular” values, a fact not as readily observed in the histogram.

At this point, the assessor may want to decide whether to separate these outputs 
into two distinct data sets for analysis or not. We know that the cluster on the left 
corresponds to the prevention of agricultural land loss and the cluster on the right 
corresponds to the prevention of commercial land loss. Separating them for analysis 
is a decision that would be made in consultation with the risk manager. It is a simple 
matter to filter and separate the data using most spreadsheet and data analysis software.

BoxPlot

–500000 500000
Net Project Benefits $

1000000 1500000 20000000

FIGURE 18.7 Box plot of project net benefits.

DotPlot

–500000 500000
Net Project Benefits (Dollars)

1000000 1500000 20000000

FIGURE 18.8 Dot plot of project net benefits.



620 Principles of Risk Analysis

Histograms of the two distributions, obtained by separating the data into its 
two clusters, are shown in Figure 18.9. Note that the vertical scales differ by an 
order of magnitude. The distribution of small values is reasonably normal; the other 
distribution, with a smaller sample, is less obviously so.

Stem-and-leaf plots provide a histogram-like perspective that also shows the data. 
The plot of the smaller net benefit values in Figure 18.10 shows a histogram in a 
horizontal orientation. The individual data values are easier to pick out. For example, 
note how easy it is to find negative values and to observe the actual frequency with 
which these values occurred.

The far-left column shows the actual number of observations in a row. The first 
value after the frequency is the stem. Note that its value is in units of $100,000. Each 
leaf, denominated in $10,000 increments, represents 6 individual cases. Consider the 
row with a frequency of 460. The stem is 0; this means the dollar value is less than 
$100,000. There are 6 values in the $60,000s for each leaf of 6 in the plot. Likewise, a 
leaf of 7 means there are 6 values in the $70,000s for each 7 in the plot. An & means 
there are observations but not enough (i.e., under 6) to complete a leaf.

The cluster of large net benefit values are shown in the stem-and-leaf plot of 
Figure 18.11. Notice each leaf now represents only one case. The minimum value 
is about $700,000 and the maximum value is about $1,600,000. The distribution 
shown in this way suggests less jaggedness than the histogram showed. This is an 
artifact of the number of bins used in the two different plots, a point to always bear 
in mind when using histograms.

These figures are generally not well suited to the needs of the general public. 
However, when communicating complex information to risk managers, it is always 
useful to show the data if we are going to move decision making away from 
overreliance on a single value. Risk managers must understand why a single value is 
inadequate to describe the assessment outputs.
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FIGURE 18.9 Two separate histograms showing small-value and large-value clusters of net 
benefits.
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What these initial plots do well is to reveal the location, spread or scale, and shape 
of the data and tendencies for points to cluster or not. This helps experts notice the 
unusual when it exists. They also can show outliers that we need to understand and 
explain. These are important characteristics of assessment outputs that assessors and, 
perhaps, managers will want to consider during decision making.

18.3.2.2 Numbers
Once you have a feel for the data, numerical summaries can be useful for communicating 
that feel. Table 18.3 provides a numerical summary of the two clusters and the total 
data set. When conducting an expert elicitation, the literature cautions against asking 
for a mean or most likely value first. Anchoring to this mythical “average” value can 
seriously impede an expert’s ability to consider realistic extremes in data. For the 
same reason, we should not be too quick to present averages when we want managers 
to move away from single-point decision making. To move away from the “just tell 
me the number” mentality we must begin to present risk managers with information 
that discourages that kind of thinking.

FIGURE 18.10 Stem-and-leaf plot of small-value net benefits.
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The five-number summary provides an easy and concise summary of the 
distribution of the observations without resorting to using the mean. Consistently 
reporting these five numbers avoids both anchoring to a mean as well as the need to 
focus on any one summary statistic. The five-number summary is useful because it 
provides information about the location of the data with the median. The data’s spread 
is described by the quartiles, and extreme values are estimated by the minimum and 
maximum observations. The data range and interquartile range (middle 50% of all 
observations) are easily calculated from the five-number summary.

Each of the five numbers is an order statistic. This makes it easier to imagine 
data sets, as we see in the table. Look at the medians. It is easy to quickly see how 
the central location of the three data sets varies. The median and quartile values 
are resistant statistics, i.e., they are not much influenced by outliers. Nonresistant 
statistics, like the mean and standard deviation, are heavily influenced by outliers. 

FIGURE 18.11 Stem-and-leaf plot of large-value net benefits. 

TABLE 18.3
Five-Number Summary for Net Benefit Values

Item Small Values Large Values All Data

Minimum $(152,036) $696,575 $(152,036)

1st quartile $(8,238) $979,164 $(3,604)

Median $38,347 $1,141,616 $45,938

3rd quartile $88,447 $1,294,851 $103,078

Maximum $276,460 $1,627,013 $1,627,013
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These five numbers constitute the values needed to define a box plot, as shown in 
Figure 18.12.

Describing how the data are alike is sometimes a desirable task. We want to 
summarize the most frequently occurring characteristics of the data using a few 
numbers that are easily understood and agreed upon. The mean, median, and mode 
are the most popular measures of your data’s central tendency. Try not to rely on the 
mean and encourage the five-number summary.

Table 18.4 adds a few more commonly calculated descriptive statistics to the 
previous table. Notice how the extreme values can affect the mean and standard 
deviation. The overall mean is $123,000 while the separated means are $40,000 and 
$1,143,000. The overall mean is almost three times as large as the median. Extreme 
values can have this effect on means. That can make these familiar but nonresistant 
statistics somewhat misleading to decision makers. Consider relying more on resistant 
order statistics than on more traditionally reported values.

The standard deviation is useful for helping others understand what constitutes 
an unusual value for your output of interest. Adding ±2 standard deviations to the 
mean provides a first cut at identifying unusual values for a single-peaked symmetric 
distribution; ±3 standard deviations defines a rough cutoff for identifying very unusual 
values. Calculate these values and use them to examine and explain your data.

CHEBYSHEV’S THEOREM AND THE EMPIRICAL RULE

Theorem: The fraction of any data set lying within k standard deviations of the 
mean is at least 1 − (1/k2) where k = a number greater than 1. This theorem 
applies to all data sets, which includes samples and populations.

The empirical rule gives more precise information about a data set than 
Chebyshev’s Theorem, but it only applies to a data set that is bell-shaped. The 
empirical rule says:

68% of the observations lie within one standard deviation of the mean.
95% of the observations lie within two standard deviations of the mean.
99.7% of the observations lie within three standard deviations of the 

mean.

Box Plot (5 Number Summary) of Large Net Benefit Values
Minimum
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1st Quartile 3rd Quartile
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Net Benefits $
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MaximumMedian

FIGURE 18.12 Box plot and five-number summary of large net benefit values.
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Another obvious set of values an assessor must understand includes significant 
thresholds. These will vary depending on the decision context and the questions risk 
managers have asked, of course, but a few are predictable. Separating good/desirable 
values from bad/undesirable values will always be important. Minimums and 
maximums are likely to be important. Values set in policy, zeros, and unusually large 
or unusually small values may all be important. Converting data points to z-scores 
provides a good first indication of how “usual” such a result is in your distribution. 
Z-scores within ±2 would be considered within the usual range of observed values. 
The greater the absolute value of the z-score the farther it is from its mean and the 
more unusual it is.

If point estimates of any risk measure are used, they should be identified, explained, 
and their locations in the distribution(s) of results shown. Figure 18.13, for example, 
shows the three different means of Table 18.3.

In the current case, zero is a significant threshold, separating negative net benefits 
from positive ones. It is important to know that this project could produce a net loss 
in the magnitude of $150,000. Likewise, it is useful to know that if the land does 
get rezoned commercial, there is no chance the project will result in a net economic 
loss. The maximum gain under the agricultural land use scenario is about a quarter 
of a million dollars compared to $1.6 million for the commercial land-use scenario. 
For simplicity we have considered only one output from this model. Similar sorts of 
analyses should be conducted for other outputs as well.

18.4 EXAMINE THE PROBABILITIES

Once you understand the quantities you are ready to tackle their probabilities. Let us 
begin with a brief review of the ways probabilistic data can be presented graphically, 
as seen in Figure 18.14. The vertical axis of the probability density function (PDF) 
measures density and has no convenient probability-related interpretation. Probabilities 
are calculated as areas under this curve. The PDF shows the relative likelihoods of the 

TABLE 18.4
Selected Descriptive Statistics for Net Benefits Data

Item Small Values Large Values All Data

Minimum $(152,036) $696,575 $(152,036)

1st quartile $(8,238) $979,164 $(3,604)

Median $38,347 $1,141,616 $45,938

3rd quartile $88,447 $1,294,851 $103,078

Maximum $276,460 $1,627,013 $1,627,013

Mean $40,228 $1,143,208 $122,731

Standard deviation $69,871 $203,235 $302,998

Interquartile range $96,685 $315,686 $106,682

Range $428,495 $930,439 $1,779,049

Count 4,626 374 5,000
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different values in its skew, kurtosis, and overall shape characteristics. It effectively 
reveals the most likely values and the scale of the output.

The vertical axis of the ascending cumulative distribution function (CDF) shows 
the probability that a specific value or less will be realized. The CDF shows quantile 
and median values. It is useful for estimating probability intervals or for making 
confidence statements. When comparing two or more CDFs, stochastic dominance is 
easier to see. The survival function, sometimes called the exceedance distribution or 
descending CDF, shows the probability that a specific value or more will be realized. 
Different people find one curve easier to understand than another. Experience suggests 
that the cumulative distribution function may be favored more often than the other 
two forms, but the best choice will depend on the quantities you are examining and 
the people with whom you work. The EPA (1997) has suggested that it is useful to 
display both the PDF and CDF, one above the other, with identical horizontal scales.
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18.4.1 quarTiles

The simplest way to begin to address probabilistic information is by using the quartiles 
developed for the five-number summary. Table 18.3 provides all four quartile values, 
with the median being the second quartile and the maximum the fourth quartile value. 
These four values represent four standard points on the cumulative distribution function.
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The four quartiles are shown for project net benefits in Figure 18.15. Each quartile 
comprises one-fourth (1,250) of the observations. There is a 25% chance that net 
benefits will be −$4,000 or less; a 50% chance they will be below $46,000; and a 
75% chance they will be below $103,000.

The more sharply the CDF rises, i.e., the steeper the slope, the more densely 
concentrated the values are. That is, the scale of the distribution is smaller. When 
the CDF flattens out, the spread of the distribution is greater. Imagine that the CDF 
casts a shadow on the horizontal axis. The shorter the shadow, the more concentrated 
is the distribution.

18.4.2 proBaBiliTies of THresHolds

One category of quantities to consider, mentioned previously, was that of significant 
thresholds. It is often important to know the likelihood that a threshold will be missed, 
attained, or exceeded. When there are specific quantity values that we do not want 
to exceed or fall below, or ranges of values we need to hit, it is useful to estimate the 
probabilities of these events.

With probabilistic risk assessment, this is relatively simple to do. An obvious 
threshold for the example project would be the break-even point of $0 net benefits. In 
a world of limited maintenance resources, risk managers would be very interested in 
the probability of this particular rehabilitation project producing negative net benefits. 
The distribution of outputs in Figure 18.16 shows that 27.3% of all the simulated 
values are negative; thus, we estimate the probability this project will not produce a 
positive net return as 27.3%.

Let us, for the sake of an additional illustration, assume that a higher budget 
authority is considering funding a number of projects, but it cannot fund them all, so 
they are interested in projects with $1 million or more in net benefits. Figure 18.16 
shows that this project has a 5.3% chance of meeting or exceeding that threshold.
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FIGURE 18.15 Quartile values for project net benefits.
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Risk managers sometimes find it easier to understand the CDF view of a 
distribution. The quantity of interest is shown on the horizontal axis with a reasonably 
intuitive vertical axis that shows percentile/quantile data for the simulation results, 
which lend themselves well to likelihood estimates. Thus, we can point to the lower 
arrow in Figure 18.17 and explain that the likelihood of the quantity being 0 or less is 
given by the cumulative probability, 27.3%, on the vertical axis, which is also shown 
in the delimiter bar at the top of the graphic. Likewise, the probability of net benefits 
less than $1 million is 94.7%. Using the complementary law of probability, we know 
the probability of being more than $1 million is 100% − 94.7%, or 5.3%. It is a simple 
matter to run a simulation with thousands of iterations and then to analyze, sort, and 
count outputs to estimate the likelihood of virtually any imaginable threshold being 
met, exceeded, or fallen short of as well as the probability of any interval of values 
occurring.

18.4.3 ConfidenCe sTaTeMenTs

One of the strengths of risk assessment is its ability to cope with uncertainty. 
Probabilistic risk assessment techniques enable us to cope with uncertainty and to 
express our confidence in our results in a quantitative way.
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FIGURE 18.16 Project net benefit threshold values in a frequency distribution.
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After reporting on quantities of particular interest, it is important to convey to risk 
managers the degree of confidence that assessors have in their estimates. This can be 
done qualitatively in the narratives of reports and meetings. It is, however, important 
to convey quantitative messages about quantitative values. Information like that in 
Table 18.5, for example, enables risk assessors to tell risk managers that we are 90% 
sure that the eventual value of net benefits lies between −$70,000 and $1,030,000.

Alternatively, we are 95% sure that the true value of net benefits will lie 
between −$90,000 and $1,240,000. This gives the risk manager a much more vivid 
understanding of the effects of uncertainty than if you begin by saying our best 
estimate of net benefits is $123,000. Confidence ranges are probabilistic statements 
that help diminish overreliance on a single estimate of the output.

The confidence ranges described here are not the same as the confidence intervals 
calculated for sample statistics. When we speak of being “sure,” as we do here, this 
is used in a rather loose sense. It literally means that 90% (or 95%, etc.) of our 
results fell between these two numbers. Thus, this confidence statement is based 
on the assessor’s best data and efforts. It is a subjective quantitative measure. The 
ranges presented should meet the communication needs of the risk assessor and the 
decision-support needs of the risk manager. If the risk manager is dismayed because 
the confidence range is too broad for his purposes, this should lead to a discussion of 
practical options for further reducing the existing uncertainty. In the current example, 
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FIGURE 18.17 Project net benefit threshold values in a CDF.

TABLE 18.5
Confidence Statements for Project Net Benefits

Minimum ($152,036) 5th percentile ($71,162) 2.5th percentile ($90,395)

Maximum $1,627,013 95th percentile $1,031,349 97.5th percentile $1,238,284

Range $1,779,049 90% confidence range $1,102,511 95% confidence range $1,328,679
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the obvious choice is to find out what is happening with the rezoning appeal in an 
effort to pin down the value of the land that could be lost.

18.4.4 Tail proBaBiliTies and exTreMe evenTs

Dealing honestly with uncertainty means moving away from single-value estimates 
of complex phenomena. Expected values are rarely going to be the only number 
relevant to risk managers and other decision makers. The value of probabilistic risk 
assessment is found in the way that its results contribute to our understanding of the 
problems we face, our understanding of the complex systems that produce them, 
and the characterizations of the effects of uncertainty and variability. All of this is 
propagated through the range of results generated by our probabilistic models.

The current example provides an ideal illustration of one of the problems of 
dealing with expected values. They are not resistant statistics. As noted earlier, the 
expected value of net benefits is $123,000. Compare that to the median of $46,000 
and we can see the influence of extreme values on the mean. Decisions based on the 
mean may well distort expectations about a project’s actual performance.

Let us shift our focus now from net benefits to project costs to facilitate a simpler 
consideration of distribution tails and extreme events. Total project construction costs 
are distributed as seen in Figure 18.18.

We see that costs span from $750,000 to $890,000, a range of $140,000. If our only 
interest is in the mean cost estimate, that is $812,000. That cost will only occur in the 
extremely unlikely event that all of our “best estimates” are realized. The purpose of 
identifying and addressing uncertainty, however, is to learn what the actual truth might be 
and what might happen if our best estimates are not realized. How low might costs be, and 
how high could they rise? This information is embedded in the tails of the distributions.

Costs appear to have an asymmetric distribution, with more values to the left 
of the single peak than to the right. The tails seem a bit unevenly defined by the 

Total Construction Costs
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FIGURE 18.18 Distribution of total construction costs.
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5,000-iteration simulation. If tails values are of interest, it is generally wise to do 
iterations in the magnitude of 104, and if extreme events are of interest at least 105.

There are several options for discussing and presenting tail values. Deciding how 
to define the tails is the starting point. We previously discussed the importance of 
threshold quantity values, whether high or low. Here we define the tails by percentages 
and suggest the highest and lowest 5% as starting points.

The threshold values, the 5th and 95th percentiles, for our example are $778,000 
and $844,000, respectively. Using the filter feature of your spreadsheet software, it is 
a simple matter to isolate these clusters of data to analyze and summarize the tail data.

Let us consider the lowest 5% of cost estimates as shown in Figure 18.19. Assessors 
can now explain to risk managers that if all the uncertainties resolve themselves 
“favorably” (i.e., producing a lower cost), we are looking at a range of costs roughly 
from $750,000 to $780,000, with a conditional expected value of about $771,000.

This sort of information is conditional on the fact that actual costs will be somewhere 
among the lowest 5% of all possible costs, i.e., an optimistic scenario. The distribution 
shown in the histogram is a new conditional distribution. It isolates and magnifies 
the tail portion of an assessment output distribution. Conditional information can be 
informative for risk managers when tail values are important to decision making. This 
kind of partitioned analysis can be done for any size left or right tail.

Extreme values can also be important to risk managers, especially when loss of 
life, human health, and safety are among the outputs of concern. In the case of a cost 
estimate, the extremes in this example are not quite so compelling as they might be for 
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human life and safety. However, it is a relatively simple matter to explore the potential 
extremes of any given situation with your probabilistic risk assessment model.

Doubling the number of iterations provides a better chance of capturing a more 
extreme set of high or low input values. The reductions in the low extreme cost 
estimate going from 10,000 to 100,000 iterations, shown in Table 18.6, are relatively 
modest. This indicates that we are likely to be zeroing in on a reasonable estimate of 
this extreme value. Note that high extremes are a little further from the mean than low 
extremes. The additional iterations add no real precision to the estimate of the mean.

18.4.5 sToCHasTiC doMinanCe

Stochastic dominance, as used here, refers to a form of ordering for probability 
distributions. It is a concept developed in decision theory that sometimes enables 
one to call one distribution better or more desirable than another. To illustrate this 
concept, let us revert to some hypothetical outputs associated with two hypothetical 
risk management options, A and B. Let FA(x) and FB(x) be the cumulative distribution 
functions for these two options, and let larger values of x be preferable.

Figure 18.20 demonstrates first-order stochastic dominance, i.e., where FA(x) ≤ FB(x) 
for all x. Let the horizontal axis show a hypothetical assessment output where higher 
values are preferable to lower values. For any given x-value, option A provides a lower 
probability of that value or a smaller one being realized. Likewise, for any given 
probability (percentile), option A yields a higher outcome. That means for any potential 
value of the outcome and for any cumulative probability, option A is preferable to 
option B, and so it dominates option B at all points of the curve. Had the example been 
reversed, with lower values preferable to higher values (such as lives lost, illnesses, 
damages sustained, or costs), we would say option B dominates A and is preferable.

What happens when the CDFs intersect and there is no first-order dominance? 
Is it still possible to call one distribution preferable to another? In Figure 18.21, 
option A (dashed line) has second-order stochastic dominance over B (solid line). 
To  calculate second-order dominance we consider a function, D(z), that is the 
cumulative difference between the two CDFs. The function is defined as follows:

 

D z F x F x dx z

z

B A( ) ( ( )) ,( )

min

= − ≥ ∀∫ 0

 

(18.1)

then A is said to have second-order stochastic dominance over B.

TABLE 18.6
Extreme Value Estimates of Cost with Varying 
Numbers of Iterations

Iterations Minimum Mean Maximum

5,000 $750,959 $811,951 $886,142

10,000 $745,355 $811,952 $887,159

100,000 $743,097 $811,926 $903,757
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The figure shows that A dominates B up to the value, V. From this point on, 
B dominates A. The areas between the curves is calculated as D1 and D2. D1 is a 
positive value because FB(x) is the greater cumulative probability up to V. D2 is a 
negative value. The sum of D1 and D2 is positive, and so A is said to hold second-order 
dominance over B. While first-order dominance is rather unambiguously superior, 
second-order dominance is not; it is based on the assumption that the decision maker 
has a risk-averse utility function. Option A offers the best chance of a preferred 
outcome. Second-order dominance does not take into account different preferences 
for large or small outcomes. It is not always convenient to calculate second-order 
stochastic dominance.

18.5 EXAMINE RELATIONSHIPS

So far, we have considered how to explain the quantities and probabilities of individual 
variables and outputs. Explaining relationships between variables is sometimes more 
important. Dose-response relationships in hazard characterizations for human health 
risks, for example, are a common example of a two-variable relationship that is 
critically important to some risk assessments. Contingency tables, discussed earlier, 
can be an effective tabular display of relationships between and among variables. In 
this section we examine tools and methodologies to help you understand and explain 
relationships between two variables.

18.5.1 sCaTTer ploTs

The single best, simple graphic device for exploring relationships between two 
variables is the scatter plot. Think in terms of exploring relationships between:

• Outputs
• Inputs and outputs
• Significant inputs

Bear in mind that scatter plots do not reveal cause and effect but simple 
correlation. Consider a few scatter plots* from our example, beginning with the 
relationship between project costs and net benefits, two outputs of interest shown in 
Figure 18.22. The plot reveals the two distinct clusters that we identified previously. 
There appears to be no obvious association between construction costs and net 
benefits in the top cluster, beyond a vague suggestion of a negative slant to the cloud 
of points, despite the very obvious fact that benefits − construction costs = net 
benefits. The bottom cluster, with more data points, does exhibit the expected 
negative relationship although it is more subtle than dramatic. As costs get larger, 
net benefits decline.

Now we will look at two more outputs: gross benefits and net benefits. Figure 18.23 
shows a positive relationship: as gross benefits increase so do net benefits. The 

* Plotting all 5,000 points obliterates a lot of the detail. A random sample of 500 output points was used 
to create these scatter plots.
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FIGURE 18.22 Scatter plot of project net benefits and construction costs.

Scatter Plot of Net Benefits vs. Gross Benefits
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relationship is also very tight, indicating a very close association between these two 
values. Figure 18.23, although far from surprising, was generated to demonstrate the 
scatter plots’ ability to reveal a range of relationships.

To illustrate a relationship between an input and an output, let us examine the 
relationship between the cost per cubic yard of excavation and the total cost estimate. 
The slight upward sloping circular pattern of Figure 18.24 indicates the absence of 
a strong correlation. A weak positive relationship is confirmed by the correlation 
coefficient of 0.284. There are enough other cost factors that this one does not exhibit 
an especially strong association with construction costs. Scatter plots can be one of 
the more effective tools for identifying sensitive inputs in a risk assessment model. 
Multiple-minis,* a page with a large number of relatively small graphics, can provide 
a useful summary of the assessor’s investigation of the relationships among inputs 
and outputs.

An example of a scatter plot for two inputs is shown in Figure 18.25. Excavation cost 
and excavation quantity were treated as independent inputs by cost estimators. This 
assumption is borne out by the scatter plot. If they were associated, that relationship 
would have to be reflected in the model. Thus, checking pairs of inputs can be 
informative not only in surfacing relationships that exist, but in revealing expected 
relationships that do not exist. If excavation cost and quantity are, in fact, related, this 
figure would reveal they are not related in the model. Recall from Chapter 11 that 
sketching the relationships between variables is an important part of model building. 

* The International Shark Attack File provides an excellent example of multiple-minis at http://www.
flmnh.ufl.edu/fish/sharks/statistics/pop2.htm.
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Examining the scatter plots of simulation results (inputs and outputs) to verify those 
relationships can provide a good reality check for model results.

Scatter plots can help reveal overall patterns of relationships between variables. 
Lines and curves, with their tightness and direction, quickly reveal facts about 
relationships. It is easy to see how individual points differ from the averages when 
the averages are identified on the graphs. Unusual points and subclusters are also 
easy to identify. When clusters of points are found, this invites the assessor to 
explore what “membership” in the group may be based upon. Use scatter plots to 
explore, understand, and then explain relationships to risk managers. Remember 
that not every detail of the exploration and analysis needs to be documented in the 
main report. However, all important details should be captured either in support 
files for the assessment or the assessment’s technical appendices if it is formally 
documented.

18.5.2 CorrelaTion

Correlation coefficients measure the strength of a relationship between a pair of 
variables. We see changes in variables all of the time in risk assessment. When two 
variables are changing at the same time, there are three possible relationships among 
the variables. When higher-than-average values of one variable tend to occur with 
higher-than-average values of the other variable and lower-than-average values of 
one variable are associated with lower-than-average values of the other, the variables 
covary and have a positive correlation.
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The second kind of correlation is a negative one. This means the two variables 
vary inversely or oppositely. Higher-than-average values of one variable occur with 
lower-than-average values of the other variable and vice versa. The third possibility 
is that there is no discernible pattern among higher or lower values of one variable 
with another variable’s values.

The correlation coefficient takes a value between −1 and +1. A scatter plot for 
variables with these minimum and maximum correlations would be perfect straight 
lines. The sign indicates the direction of the association, and the size of the correlation 
indicates the statistical strength of the relationship. A coefficient of 0 indicates the 
absence of a statistical association. Coefficients with an absolute value close to 0 are 
weak; absolute values closer to 1 indicate strong relationships.

Two commonly used coefficients are the Pearson and Spearman rank correlation 
coefficients. The Pearson coefficient is based on the differences from means between 
paired raw-data values. The Spearman rank coefficient is based on differences 
between the ranks of paired raw-data values.

The Pearson correlation coefficients (r) for the relationships shown in the 
preceding  scatter plots are shown in Table 18.7. Costs and net benefits have a 
very small negative relationship, with r = −0.052. The relationship between gross 
and net benefits is almost a perfectly linear one, as indicated by a coefficient of 0.998. 
There is a positive relationship between construction costs and the cost of excavation 
of 0.284. The correlation between excavation quantities and costs is almost 0, with 
r = −0.031.

Correlation tables are easy to produce with most commercial software packages, 
and they can provide a handy first screening tool to identify potential linear 
dependencies and independencies among model inputs and outputs.

18.5.3 re-expression

It can sometimes help to express the data in different ways in order to see relationships. 
It helps to straighten out the dependence or point scatter as much as possible; it is 
usually easier to see what is going on in linear relationships. If you have a curvilinear 

TABLE 18.7
Pearson Correlation Coefficient for Scatter-Plot Variables

Construction Cost Gross Benefits Net Benefits Cubic Yards Cost/CY

Construction Cost 1.000 .014 −.052a .026 .284a

Gross Benefits 1.000 .998a .016 .025

Net Benefits 1.000 .014 .006

Cubic Yards 1.00 −.031b

Cost/CY 1.000

a Significant at the 0.01 level (two-tailed).
b Significant at the 0.05 level (two-tailed).
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plot, try converting your data using logarithms or roots. This can sometimes make 
data more linear and easier to understand.

Whatever the reasons, most of us do better understanding addition rather than 
multiplication. “This plus this” rather than “that times that” is just easier for most 
people to comprehend. Use logs to convert data and change multiplicative relationships 
to additive ones. Logs, although foreign to many audiences, sometimes enable you 
to examine a linear relationship between variables. That is often a more successful 
way to examine and explain data. Be aware that most people will still need help 
interpreting data in a log scale.

18.5.4 CoMparison

Comparisons are often appealing to less quantitatively oriented people. Sometimes 
saying Sue is a head taller than Sarah, or Joe is twice as heavy as Rich, is more 
revealing than the actual numbers. So, when you consider comparisons use the 
analogy: What can you do mathematically to one person (i.e., variable of interest) to 
make him like another (variable of interest)?

Comparisons are often a matter of difference or ratio. Find out what is different 
about your two variables. To compare things, explore whether there is anything that 
can be added or subtracted from the data to make them comparable. Add or subtract 
a value to compare a value. For example, you might subtract a background illness or 
mortality rate from your risk estimate to show how much worse (or better) it is from 
the background level. Alternatively, you might add or subtract some baseline costs 
or revenues from financial outputs to place them in a more user-friendly perspective. 
This option will cost $x more than average cost or earn $y more than average revenues.

Ratios can sometimes support useful comparisons. Comparing the largest value to 
the smallest value can sometimes help. Construction costs in our example yield the 
following ratio $882,142/$750,959 = 1.18. This means the smallest cost estimate plus 
18% covers all the potential cost possibilities. Other times ratios are not so useful; 
for example, net benefits range from −$152,035 to $1,627,013 and this ratio does not 
have the same easy interpretation.

18.6 ANSWER THE QUESTIONS

The reason for understanding and explaining one’s results is to answer questions and 
provide information useful for decision making. At the outset of this chapter we posed 
the following seven hypothetical questions for the example.

 1. What is the probability that project costs will exceed $1 million?
  The maximum cost estimate was $886,142. There is no chance the cost 

of this project will exceed $1 million. Figure 18.26 shows the distribution of 
costs with $1 million, as well as the 80th and the 90th percentiles identified.

 2. Identify the cost estimate that has no more than a 20% chance of being 
exceeded.
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  The 80th-percentile value in the simulation is $827,286. Because 20% of 
all the simulation values exceeded this amount, we assume there is a 20% 
chance that costs will exceed this value, as shown in Figure 18.26.

 3. Identify the cost estimate that has no more than a 10% chance of being 
exceeded.

  The 90th-percentile cost estimate is $835,165, as seen in Figure 18.26. 
There is a 10% chance that costs will exceed this amount. Thus, faced with 
a decision of which of 5,000 possible cost estimates to use in the budget 
process, risk managers would decide the probability of a cost overrun they 
are willing to tolerate. If they can tolerate a 20% chance of a cost overrun, 
they will use $827,000. If they want to reduce that risk to 10%, they will use 
$835,000 as the cost estimate.

  Costs are rather trivially different in the example. In fact, the comparison 
here indicated that the maximum cost estimate (based on 5,000 iterations) is 
only 18% more than the minimum. In projects with larger price tags or more 
significant uncertainties, the difference between a 20% and 10% chance of 
an overrun might be substantial.
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FIGURE 18.26 Distribution of project costs with selected thresholds identified.
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 4. What is our maximum exposure to cost overruns associated with these 
costs?

  The maximum cost estimate was $886,000, and the 20% and 10% overrun 
risk costs are $827,000 and $835,000, respectively. Therefore, the exposure 
to cost overruns is $59,000 and $51,000, respectively, if either of these values 
is used as the estimate of record. If the consequences associated with these 
chances of an overrun are unacceptable, we will have to refine our analysis.

 5. What are the most significant cost uncertainties?
  Borrowing from lessons learned in Chapter 17 on sensitivity analysis, we 

can list the most significant uncertainties using simple regression analysis, as 
shown in Table 18.8. To improve the cost estimate and reduce the variation 
in cost, we are best advised to improve our estimate of the amount of steel 
sheet pile needed, followed by getting a better idea of real estate costs. 
If we examined contributions to the variation in net benefits or any other 
assessment output, we might expect a different list of significant inputs.

 6. What is the probability that this project will be economically feasible, i.e., 
net benefits equal or exceed zero.

  We have seen from the previous analysis that there is a 27.3% chance that 
this project will produce negative net benefits. Thus, there is a 72.7% chance 
that the project is economically feasible.

 7. What is the most likely level of net benefits?
  We are 90% sure net benefits will be between −$71,000 and $1,031,000, 

as seen in Figure 18.27. Notice, this questions forces us to select a point 
estimate. Our best estimate is the median value, $46,000. The range in 
possible outcomes is substantial. We have learned from our analysis of the 
data that the single greatest uncertainty in this project evaluation is whether 
the adjacent eroding land will be in agricultural use, which will result in 
lower net benefit estimates or if the land is rezoned it will result in larger net 
benefits with no probability of a negative return. In short, the project may be 
worth doing to protect commercial land but it is not as clear that it is worth 
doing to protect agricultural land. The single most useful thing we could 
do to reduce significant uncertainty is try to learn whether this land will be 
rezoned or not.

TABLE 18.8
Uncertainty Rankings Based on Simple Linear Regression Standardized 
Coefficients

Cost Input Standardized Regression Coefficient

Number of pieces of sheet pile 0.695

Lands and damages cost 0.489

Cost of mobilization and demobilization 0.297

Excavation cost/CY 0.293

Tremie concrete cost 0.184

Tremie concrete quantity 0.160
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18.7 DATA VISUALIZATION

Technology offers exciting and promising new ways to help convey the 
information  embedded in data. Data visualization is concerned with the visual 
representation of information obtained from data. Friedman (2008) describes the 
main goal of data visualization as communicating information clearly and effectively 
through graphical means. He goes on to argue that conveying ideas effectively 
requires both aesthetic form and functionality to go hand in hand, providing insights 
into a data set by communicating its key aspects in a more intuitive way. Designers 
often fail to achieve a balance between design and function, creating gorgeous data 
visualizations that fail their main purpose, which is to communicate information.

DATA GRAPHICS

“Data graphics visually display measured quantities by means of the combined use of 
points, lines, a coordinate system, numbers, symbols, words, shading, and color. The 
use of abstract, non-representational pictures to show numbers is a surprisingly recent 
invention…”
 “At their best, graphics are instruments for reasoning about quantitative information. 
Often the most effective way to describe, explore and summarize a set of numbers-even 
a very large set-is to look at pictures of those numbers. Furthermore, of all methods for 
analyzing and communicating statistical information, well-designed data graphics are 
usually simplest and at the same time the most powerful.”

Source:  Edward R. Tufte, Introduction to The Visual Display of Quantitative 
Information.
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FIGURE 18.27 Distribution of project net benefits with a 90% confidence level.
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This balance between design and function opens some exciting possibilities for risk 
assessors to both convey the meaning of their work and to support decision making. 
Finding new ways, like interactive graphics, to make data available to people so they can 
examine it themselves in ways that are meaningful to them may be the greatest promise of 
data visualization and its related fields of information graphics, information visualization, 
scientific visualization (a three-dimensional variation), and statistical graphics. Inventing 
interesting and innovative visual displays of complex data, information, and knowledge 
that can be easily and quickly understood is one of the most promising fields for aiding 
risk assessors in communicating their work to risk managers and the public.

Edward Tufte (1983, 1990, 1997) has written a well-received series of books 
on information graphics. His principles of graphical excellence and integrity 
are summarized here.

Graphical excellence:

• Well-designed presentation of interesting data is a matter of substance, 
of statistics, and of design.

• Communicates complex ideas with clarity, precision, and efficiency.
• Gives the viewer the greatest number of ideas in the shortest time with 

the least ink in the smallest space.
• Almost always is multivariate.
• Tells the truth about the data.

Tufte’s six principles of graphical integrity are:

• The physical representation of numbers on a graph should be directly 
proportional to the numerical quantities represented (use consistent 
size for all numbers).

• Avoid graphical distortion and ambiguity with clear, detailed and 
thorough labeling. Explain the data on the graph itself. Label important 
events in the data.

• Show data variation, not design variation.
• In time-series displays of money use constant dollar amounts unless 

you have a specific reason not to.
• The number of information carrying (variable) dimensions depicted 

should not exceed the number of dimensions in the data.
• Graphics should never depict data out of context.

Tufte is also quite passionate in his views about data ink, i.e., the ink on a 
graph that represents data. He says good graphics maximize data ink and erase 
as much nondata ink as possible. He offers these five points:

• Above all, show the data.
• Maximize the data-ink ratio.
• Erase nondata ink.
• Erase redundant data ink.
• Revise and edit all graphics.
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Scott Berinato (2016) offers an extremely useful typology for chart making that is 
the subject of this section. His typology is derived by answering two questions. First, 
is the information conceptual or data-driven? Next, are you declaring something or 
exploring something? The first question tells us what you have, the second question 
tells us what you are doing. The answers to these two questions yield four types of 
visualization as depicted in Figure 18.28. Conceptual information focuses on ideas, 
data-driven information focuses on statistics. The goal of conceptual information is 
to simplify or teach. “Here is how the risk can be mitigated.” The goal of data-driven 
information is to inform or enlighten. “Here are the historical damages caused by 
this risk.”

Thanks to the growing number of affordable tools, creating visuals is easy and 
cheap, regardless of one’s data or design skills. As a result, this reinforces the 
tendency to turn on the computer, create a bunch of charts, then choose the one that 
appeals most to its creator, without ever thinking about the purpose and goals of the 
chart. Berinato says convenience has become a tempting replacement for good. This 
convenience can lead to charts that are adequate at best and ineffective or misleading 
at worst. His four visualization types are summarized below.

Idea illustration clarifies complex ideas by drawing on our ability to understand 
metaphors and simple design conventions. Organizational charts, hierarchies, decision 
trees, processes, pyramids, concentric circles, relationships, and the like are examples 
as is the 2 × 2 matrix of Figure 18.28. The focus should be on clear communication, 
simple structures, and the logic of the ideas. The ability to pare things down to their 
essence is a useful skill for preparing these visuals. The goals of idea illustrations are 
learning, simplifying and explaining ideas.

FIGURE 18.28 Four types of data visualizations. (Adapted from Berinato, Scott. 2016. 
Good Charts. Boston: Harvard Business Review Press.)
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Idea generation is used to find new ways of seeing things and to answer 
complex management challenges: generating the sequence of events in a risk chain, 
brainstorming risk management options, restructuring an organization, designing 
a new business process, codifying a system for making risk management decisions 
as found in Chapter 3, are all examples suitable for idea generation graphics. These 
visuals also rely on conceptual metaphors. The goal of idea generation is problem 
solving, discovery, and innovation. Think of a white board covered with conceptual, 
exploratory doodles and drawings aimed at rendering fuzzy, muddied ideas crisp and 
clear. These begin as rapid sketches that may evolve into refined designs.

Visual discovery is the most complicated quadrant. Its goals are making sense 
of things, spotting trends, and deep analysis. Visual discovery has two dimensions: 
visual confirmation and visual exploration. Visual confirmation attempts to answer 
questions like, is what we suspect actually true, and what are some other ways of 
depicting this idea? Confirmation relies on common chart types, but the work is 
usually done informally as one searches for the best way to demonstrate confirmation 
of a point.

Visual exploration is much more open-ended and data-driven. This is used when 
analysts seek new truths in the data. Data plots are more complex and multivariate. 
Charts may include multiple data sets or load dynamic, real-time data into a system that 
updates automatically. Complex data may suit specialized and unusual visualization. 
Statistical modeling can benefit from such exploration.

Analytical, programming, data management, and business intelligence skills are 
more important than the ability to create presentable charts for visual exploration. If 
you use experts to prepare visualizations, they will be found on the right-hand side of 
Figure 18.28.

Everyday dataviz comprises the basic charts and graphs you normally see, like 
line charts, bar charts, pies, scatter plots, and the like. The goals of these charts are to 
affirm and to establish a context. The keys to these charts are simplicity, clarity, and 
consistency. Most such visualizations communicate a single message. Additional data 
and a more comprehensive view are not appropriate for these charts. An everyday 
dataviz that cannot stand on its own, has failed.

ICONS OF DATAVIZ

Rene Descartes is credited with inventing the Cartesian coordinate graph with 
x and y axes in the 17th century. This was used for graphing mathematical 
equations. It was not until the late 18th century that William Playfair used this 
graph system to communicate quantitative data. Playfair is also credited with 
inventing bar and pie charts. In the second half of the 20th century, John Tukey’s 
invented field of exploratory data analysis introduced the world to the power 
of data visualization. Edward Tufte later pointed out that there were effective 
ways of displaying data visually and then there were the ineffective ways that 
most people were doing it.
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18.8 BIG DATA AND RISK MANAGEMENT

Marr (n.d.) says “Big data” is a concept that is continually evolving and being 
reconsidered, even as it drives many of the ongoing waves of digital transformation, 
including artificial intelligence, data science and the Internet of Things. Big data 
starts with the explosion in the amount of data generated since the rise of computers, 
the Internet and technology capable of capturing data from this digital age. Data, of 
course, are not new. We have always had data. It used to be kept in ledgers, paper, 
customer records, physical spreadsheets, textbooks, files and in other physical 
manifestations. It is the way we store, organize and access data that are new. 
Information is now available at the click of a mouse.

More data now cross the internet every second than were stored in the entire 
Internet 20 years ago. Every two days we create as much data as we did from the 
beginning of time until 2000 (Marr, n.d.). By 2020, the digital information available 
will have grown to 50 zettabytes. A zettabyte is 1,000,000,000,000,000,000,000 
bytes. The problem, or opportunity, depending on one’s perspective, is that 
almost every digital action we take leaves a trail. We generate data when we 
shop, whenever we go online, with our GPS-equipped smartphones, and when 
we communicate with friends through social media. Now add to this the data 
our devices generate when they communicate with each other, then factor in the 
data generated by industrial machinery around the world and we can begin to 
understand zettabytes. Big data is the collection of all these data as well as our 
ability to use it to our advantage.

Marr says, “Big data works on the principle that the more you know about anything 
or any situation, the more reliably you can gain new insights and make predictions 
about what will happen in the future. By comparing more data points, relationships 
begin to emerge that were previously hidden, and these relationships enable us to 
learn and make smarter decisions.”

The first question a risk-driven organization needs to ask itself is not “What do we 
think?” but, “What do we know?” Big data has the potential to change the answer 
to that question. With big data, risk assessors can measure and risk managers can 
manage more precisely than ever before. Assessors can make better predictions and 
managers can make smarter decisions. Risk managers can target more-effective 
interventions in areas that so far have been dominated by gut and intuition rather 
than by data and rigor.

The evidence-based decision-making practices of risk management are tailor made 
for big data. Risk management can become more agile. Nearly real-time information 
in an increasing number of arenas can transform the intervention algorithms, 
interventions, and intervention results obtained by risk management. Once the 
risk community embraces big data we will know radically more about the risks we 
face as a society, as an organization, as an individual. That knowledge can then be 
translated into improved decision making and performance. Big data has the potential 
to change long-standing ideas about the value of experience, professional judgment 
and expert opinion, hallmark methods of addressing the uncertainty encountered in 
risk analysis. Big data promises a management revolution and part of that will be a 
risk management revolution.
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The U.S. Army Corps of Engineers has decades worth of inspection reports from 
many hundreds of water resource projects across the country and unknown amounts 
of sensor data. If they could harness the information in these data it would certainly 
provide an invaluable aid to understanding and forecasting future problems. The 
food industry has gargantuan amounts of food inspection data. If these data are ever 
shared they would provide tremendous advances in our ability to prevent foodborne 
illness and unintentional contamination of foods. As smaller businesses develop the 
ability to harness some of the big data sources they will be forever changed by the 
data revolution. Imagination and inertia are the only real impediments to great leaps 
forward in risk analysis as a result of big data.

With recent advances in storage and analytics we can capture, store and work with 
different types of data such as databases, photos, videos, sound recordings, written 
text and sensor data. With advanced analytics we can take some of these big data and 
run millions of simulations until we find a pattern or an insight that helps us solve the 
problem we are working on. This capability is revolutionizing the world of business. 
A 2017 survey of business executives (Bean, 2017) showed a near majority, 48.4%, 
say their firms are achieving measurable results from their big data investments. They 
are using big data to decrease expenses, find new innovation avenues, launch new 
products and services, add revenue, increase the speed of current efforts, transform 
business for the future and establish a data-driven culture. For example, companies 
can now predict with incredible accuracy what a specific segment of the public will 
want to buy and when.

Big data offers a great deal of potential for assessing and managing risks. Big data 
are being used to improve healthcare and police protection. Earthquake prediction 
comes closer to being a reality and storm track forecasting gets better each storm 
season. Marr reports that patterns of human behavior help organizations give relief 
to survivors of natural disasters. Marr (2017b) identified 10 areas where big data were 
being used to excellent advantage. These are:

Three attributes distinguish big data from analytics.

Volume. About 2.5 exabytes (1018 bytes) of data have been created each 
day since about 2012. Walmart collects more than 2.5 petabytes (1015 
bytes) of customer transactions data every hour.

Velocity. The speed of data creation can be even more important than the 
volume. Real-time information, or close to it, makes it possible for a 
company to be more agile than its competitors.

Variety. Big data include all the traditional forms of data plus the deluge 
of data that comes from new applications and devices. Twitter data 
began in 2006, for example. Each next generation cell phone creates 
new databases.

Source: McAfee & Brynjolfsson, 2012.
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 1. Understanding and Targeting Customers-big data is used to better understand 
customers and their behaviors and preferences to create predictive models

 2. Understanding and Optimizing Business Processes-stocks, supply chain, 
delivery route, talent acquisition, and the like become more efficient because 
of big data

 3. Personal Quantification and Performance Optimization-individually we 
can benefit from data generated by smart watches, bracelets and armbands 
that collect data on our calorie consumption, activity levels, and our sleep 
patterns

 4. Improving Healthcare and Public Health-we can decode DNA strings 
that allow us to find new cures and better understand and predict disease 
patterns, phones are used for biomedical research, we can better predict the 
developments of epidemics and disease outbreaks

 5. Improving Sports Performance-we can track the performance of every player 
in team sports, sensor technology in sports equipment provides feedback on 
our game and how to improve it

 6. Improving Science and Research-the computing power of big data could be 
applied to any set of data, opening up new sources to scientists

 7. Optimizing Machine and Device Performance-helps machines and devices 
become smarter and more autonomous

 8. Improving Security and Law Enforcement-improving security and enabling 
law enforcement to foil terrorist plots, to detect and prevent cyber-attacks, to 
catch criminals and even predict criminal activity and to detect fraudulent 
transactions

 9. Improving and Optimizing Cities and Countries-optimize traffic flows, 
creating Smart Cities to operate transport infrastructure and utility processes

 10. Financial Trading-High-Frequency Trading (HFT)-uses big data to make 
trading decisions

Along with the potential to improve the assessment, management and 
communication of so many risks, big data bring new risk challenges in the form of 
data privacy, data security, and data discrimination (Marr, 2017a). Big data contains 
a lot of information about our personal lives that we have a right to keep private. 
We are being challenged to strike a balance between the amount of personal data we 
divulge and the convenience that big data offers.

18.9 SUMMARY AND LOOK FORWARD

Quantitative risk assessments, especially probabilistic ones, produce a great deal of 
data. The starting point for explaining these results to risk managers is understanding 
the results. Risk assessors must carefully avoid overreliance on any one numerical 
result. The best way to understand and then explain one’s data is to examine the 
quantities, their probabilities, and the relationships between and among key variables, 
and then to answer the risk manager’s question as clearly, concisely, and completely 
as possible while accounting for the remaining uncertainty.
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There are a great many numerical and graphical tools to aid the presentation 
and understanding of data to risk managers. Be sure to look for ways to convey the 
nonexistence of “the number.” Refuse to give it! The five-number summary is a 
convenient way to do this. Technology is making a great many new opportunities for 
displaying the data available to assessors and managers. Big data analysis offers a 
great deal of promise to the advancement of the risk analysis sciences.

Conscious attention is a scarce resource for decision makers so they tend to be 
selective about the information they use for decision making. If risk management is 
to succeed, we simply must find practical and effective ways to help decision makers 
become aware of and to account for uncertainty and the risks they give rise to in 
decision making. The next chapter, Decision Making Under Uncertainty, presents 
practical ways to do just that. It also includes an overview of several popular decision 
analysis techniques that are commonly applied in uncertain situations.
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